SOME IDEAS ABOUT THE DESIGNOF MEASUREMENT SYSTEMSDidier Maquin, Marie Luong and Jos� RagotCentre de Recherche en Automatique de Nancy - CNRS UA 821Institut National Polytechnique de Lorraine2, Avenue de la For�t de Haye - 54516 Vandoeuvre Cedex - FrancePhone: +33 83 59 56 83 Fax: +33 83 59 56 44Email: {dmaquin, mluong, jragot}@ensem.u-nancy.frKeywords: Measurement planning, Redundancy,Reliability, Dependability, Graph theory.AbstractThe quality of the state estimation of a system and,consequently, its dependability are strongly conditioned bythe number and the location of the measurements. Theavailability of a system may be increased if this latter is ableto function even in the presence of sensor breakdowns. So,the measurement planning (measurement system design)represent a very important stage. This communicationpresents a method for assessing the availability of thenecessary information for the process control and defining thesensor locations such that the variables required forcontrolling the process remain always observable even if oneor more sensors become defective. Underlying, theconnections between several concepts such observability,redundancy, sensor location and reliability are emphasised.1 IntroductionMonitoring a process requires a certain number ofmeasurements which are usually supplied by sensors;unfortunately, some of these sensors may breakdown and thecorresponding measurements become unavailable. Moreoverif these data are essential for process monitoring, then thebreakdown of these sensors may lead to the breakdown of thewhole process. However, the lack of measurement due to oneor more faulty sensors may be overcome by using theexisting relationships between different measured variables.The problem of measurement planning covers differentaspects such as the determination of the number of sensors,their location, their accuracy, their type and so on. Due toincreasing accuracy requirements and tighter financialconstraints, the problem of measurement system design hasreceived much attention; unfortunately general methods donot exist to solve this problem due to the number ofconstraints to take into account. For the problem of processdiagnosis there are many situations in which modifying thesensor placements will strongly improve the quality of themeasurements; indeed modifications in the sensor locationschange the observation equations, the variable observability[8] and therefore the performance of the measurement system.At present, only a few papers about designing themeasurement system have been published. Some of them usean optimisation of the variance matrix of the estimatedvariables in respect of the coefficients of the measurementmatrix [2]. In [3] the problem of sensor placement isaddressed by monitoring the eigenstructure of a multivariabledynamical system. Furthermore, it has been addressed more inview of good parameter and state estimation than for systemmonitoring and diagnosis. In the field of electric powernetworks specific developments on this subject have alsobeen published using topological observability algorithms[9], [4].This study deals with steady state linear systems. Thesemodels frequently occurs when considering the mass andenergy balance relationships. In this context, some recentstudies have been published. Madron et al. [11] proposed anapproach based on the analysis of the incidence matrixassociated to the graph of the process. Immonen [7]formulated the problem as a linear programming one. Theresulting optimisation problem is solved using a binarymixed integer programming method in order to take intoaccount the occurrences and locations of sensors. The mostdeveloped works are undoubtedly those presented by Ali et al.[1] and Luong et al. [10]. Based on the analysis of the cyclesof the process graph, these studies simultaneously take intoaccount the variable observability and the reliability of thesensors in order to determine an optimal measurement systemwith regards to certain criteria. The design of a measurementsystem may be addressed with different goals: minimise thevariance of the estimated variables [13], obtain a givenredundancy level of the variables or only of a subset ofvariables, ensure that some variables are observable. Thiscommunication deals with a new method for optimisingmeasurement system design based on a reliability and costanalysis in conjunction with observability constraints.In the second section, we describe the process codification andremember some classical transformations of graph theory.Then, the main results of observability analysis areremembered in the third section. We focus our attention onthe method based on the cycle matrix analysis. In the fourthsection, we propose to extend the notion of redundancy by defining multiple redundancy and more precisely the degree ofredundancy of a variable. This concept is very important inthe following when considering the possibility of sensorbreakdowns. The fifth section is then dedicated to thepresentation of a method for designing a measurement systemguaranteeing the degree of redundancy of certain variableswhilst minimising the installation cost of the sensors. In thesixth section, after defining the reliability of a process withregard to its measurement system, we point out therelationship between the notions of observability, redundancyand reliability. We analyse the influence of sensorbreakdowns on the reliability of the whole measurementsystem and show that it can be increased taking into accountthe redundancy equations of the process. Then in sectionseven, we show how to select the sensor locations in order tohave a given value of the reliability function of the wholemeasurement system; this will be done by taking intoaccount constraints on the observability of given variables.For the simplicity of the presentation, we only use here, atthe different steps of the presentation, small dimensionprocesses and present some �by hand� treatments. Howeverall the proposed treatments may be systematised andcomputerised.2 Process CodificationHere, we consider only processes which may be described bya carriage network (figure 1), the nodes of which correspondto elementary equations and the arcs to variables. For aphysical interpretation, a node may be a processing unit andan arc, a material or energy transfer stream.

IIIIIIx1x2x3x4x5x6

IVx7x8Figure 1: a carriage networkThis process may be described by a set of linear equations:A X = 0(1)where A (4,8) is the so-called node incidence matrix and X(8,1) is the variable vector. More generally, the size of A is(n,v) with n giving the number of equations and v thenumber of variables. It is full row rank. The incidence matrix(table 1) corresponding to the network is written as follows(for convenience, the "." states for the value 0):12345678I1-1-1.....II..11-1...III.1..1-1..IV.....1-1-1Table 1: incidence matrixIn a certain number of applications, it is much easier to usethe cycle matrix of the associated graph. In order to transformthe network into a graph, all the input/output arcs are linkedto the so-called environment node {0}.The matrix B of the fundamental cycles of the graph may beeasily deduced from the incidence matrix [6]. For thatpurpose, the following transformations may be used. First,the incidence matrix is partitioned (using simple permutationof columns) according to its regular part Ar:A = (Ar As)(2)Then, the fundamental cycle matrix may be written:B = (Bs I)(3)where Bs is obtained from the relation:BTs = - A-1r As(4)and I is the identity matrix with appropriate dimensions.From this fundamental cycle matrix and using linearcombinations of them, it is then possible to generate thematrix of all the cycles of the graph. The matrix of all thesecycles associated to the figure 2 is given in table 2. Itcomprises ten cycles among which only four are independent(fundamental cycles).123456781-1.-11....2.-11.1...311...11.411...1.15-1-1.11...6.1-11.11.7.1-11.1.181.1.111.91.1.111110......1-1Table 2: matrix of all the cycles of the graph3 Observability AnalysisDue to technical and economic feasibility, it is not possibleto measure each and every process variable. However, it isvery important to determine the observability of the wholeprocess and the �state� of each variable. In this section weonly report some classical results about the observability oflinear systems [12], [14]. From the analysis of the nodeincidence matrix A, it is possible to classify the variablesinto different categories.Consider for example Lm = {x1, x2, x4, x6} the list of themeasured variables and Lm_ = {x3, x5, x7, x8} the list of theunmeasured variables. In the equations (5) of the process, theboldfaced characters denote the measured variables:x1 - x2 - x3= 0(5a)x3 + x4 - x5= 0(5b)x2 + x5 - x6= 0(5c)x6 - x7 - x8= 0(5d)

The variable classification based on the observability analysisconsists in pointing out two categories of variables: theobservable variables, the value of which may be known (bydirect measurement or by deduction from other measurements)and the unobservable variables. Taking into account the smalldimensions of the proposed example, this analysis may bedone intuitively. The addition of the equations (5a), (5b) and(5c) allow a redundancy equation to be extracted: x1 + x4 -x6 = 0. Such equation involves measured variables only. Theequations (5a) and (5c) are equations of deduction; they allowunmeasured variables x3 and x5 to be deduced. Finally,variables x7 and x8 are unobservable due to a lack ofinformation. This analysis leads to the classification of thevariables into the four following distinct categories:Lme = {x1, x4, x6}Lme_ = {x2}Lm_ e = {x3, x5}Lm_e_ = {x7, x8}The first subscript (m or m_ ) indicates whether a variable ismeasured or unmeasured and the second one (e or e_ ) whetherit is estimable or non estimable.The above classification has been easily achieved from asimple exam of the network owing to its small dimensions.In a more general case, the extraction of observable variablesmust be systematised using an algebraic formulation. Thissystematisation may be done either from the analysis of theincidence matrix [5] or from that of the cycle matrix. In thislatter case, the analysis is based on the four fundamentalfollowing rules:Rule I: A measured variable is estimable (redundant variable)if and only if it only belongs to cycles where at least twovariables are measured.Rule II: A measured variable is not estimable if and only if itbelongs at least to a cycle where it is the only measuredvariable.Rule III: An unmeasured variable is deducible (estimable) ifand only if it only belongs to cycles with at least onemeasured variable.Rule IV: An unmeasured variable is not deducible (nonestimable) if and only if it belongs at least to a cycle wherenot any variable is measured.So, the classification algorithm of variables includes the fourfollowing steps:1) Determine the matrix of all the cycles of the graph, let Ctthis matrix.2) Extract from Ct the sub-matrix which comprises at mosttwo measured variables (the knowledge of cycles whichcomprise more than two measurements is not necessary atthis step)3) Detect the cycles which do not involve measured variables;the unmeasured variables which belong to these cycles are theunmeasured but estimable variables (rule IV). The otherunmeasured variables of the process are the unmeasured butdeducible variables.4) Detect the cycles involving only one measured variable;the measured variables that belong to these cycles are themeasured but non estimable variables (rule II). The othermeasured variables of the process are the measured andestimable variables).Let us consider the process described by figure 1 and the listsLm and Lm_ previously defined. The sub-matrix comprises atmost two measured variables is given in table 3:123456781- 1 .-11....2.- 1 1.1...81.1.111.91.1.111110......1-1Table 3: matrix of the cycles involving at most two measuredvariablesFollowing the different described steps, the reader will verifythat one finds again the previous classification.4 Degree of Redundancy ConceptFrom the preceding notion of observability, one may definethe concept of degree of redundancy. It will be very usefulwhen taking into account sensor breakdowns. Let us begin bythe notion of minimal observability. A variable is redundantof degree 0 (minimal observability) if there exists, at least, aconfiguration such that the breakdown of only one sensormake this variable inaccessible. For example, it is the case ofthe measured but estimable variables. Some unmeasuredvariables may also own this property. Let us consider thenetwork of figure 1 with Lm = {x1, x4}. Then x6 may bededuced from the equation issued from the �aggregation� ofnodes I, II and III: x1 + x4 - x6 = 0. In a normal situation,when measurements of x1 and x4 are available, the variablex6 is deducible. But, when one of the sensors measuring x1or x4 is faulty, the variable x6 become inaccessible. Thevariable x6 is said to be a �redundant variable of degree 0� ora �variable of minimal observability�.This previous notion may be extended. A redundant variableof degree k is an observable variable which value remainsdeducible even when k whatever sensors simultaneouslybreakdown. Let us illustrate a redundancy of degree 2considering again the process of figure 1 and the list Lm ={x1, x2, x4, x5, x6}. There exist ten distinct combinations oftwo sensors simultaneously faulty among five. Let usconsider the variable x6. The combinations involving thebreakdowns of two sensors which do not measure the variablex6 are not injurious to the observability of this variablebecause its value remain known by its direct measurement.There exist six combinations of this type, let us analyse thefour remaining ones. Let us begin by remembering theequations describing the system:x1 - x2 - x3= 0(6a)x3 + x4 - x5= 0(6b)x2 + x5 - x 6 = 0(6c)x6 - x7 - x8= 0(6d)

If the sensors measuring the variables x1 and x6 are faulty,then equation (6c) allows the variable x6 to be deducedbecause it is the only unknown quantity of this equation. Thesituation is identical if the sensors measuring the variables x4and x6 are simultaneously faulty. If one of the followingcouple of sensor (x2, x6) or (x5, x6) is faulty, it is theequation issued from the �aggregation� of nodes I, II and III(x1 + x4 - x6 = 0) that allows the variable x6 to be deduced.In conclusion, the variable x6, which remains observableeven when two whatever sensors are simultaneously faulty, issaid to be redundant of degree 2.The determination of the degree of redundancy of a variable isobtained by applying the following rule which is, in fact, anextension of the rule I involving the redundant variables(redundancy degree equal to 1):Rule V: A variable is redundant of degree k if, and only if, itbelongs to cycles comprising at least k+1 measured variables.The degree of redundancy of a variable is easily determined bycounting the minimum number of measured variables in thecycles where it intervenes. One may immediately deduced, forthe considered example, that the variables x1, x2, x3, x4 andx5 are redundant of degree 1; they intervene in cyclescomprising at least two measurement. The variable x6 is aredundant variable of degree 2 and the variables x7 and x8 areunobservable.5 Sensor Placement subject to Redundancy ConstraintsNow, we propose a method for designing a measurementsystem satisfying some redundancy requirements. In order totake into account industrial constraints, we first specify thelist of variables which are absolutely necessary forcontrolling the process (list L1); these variables ought to beof minimal observability. Then, we specify the lists thevariables of which we ought to ensure a given degree ofredundancy (list Ldk for the variables which must beredundant of degree k). Moreover, a weight, proportional tothe installation cost of the corresponding sensor, is associatedto each variable. The main goal of the design then consists indetermining the variables which must be measured in order tosatisfy the constraints on the degrees of redundancy whilstminimising the global cost of installation. Let n themaximum degree of redundancy required, the proposedalgorithm then comprises the n+2 following steps:Step n� 1: Cycle matrixWe first generate the matrix of all the cycles of the graph.This matrix is issued from the matrix of the fundamentalcycles.Step n� 2: Minimal observability of required variablesAccording to rule V, it is sufficient to measure, at least, onevariable per cycle comprising a variable belonging to L1.This analysis is a combinatorial one; after having consideredall the possibility of measurements for each cycle, wegenerate all the possible combinations of variables to bemeasured. We then select that corresponding to the minimalcost.Step n� 2+k: Degree of redundancy of the variablesbelonging to Ldk (for k = 1, ..., n)According to rule V again, it is sufficient to measure k+1variables per cycle comprising a variable belonging to Ldk.We proceed similarly to the previous step, taking intoaccount the measurements already chosen during the previoussteps. After having generated all the possible combinations,we keep that of minimal cost.Consider the example described by the graph of figure 2.

IIIIIIx8x2x4x3x5x6

IVx1x9x7

VIx10VFigure 2: an elementary processLet us assume that the list of the variables required for thecontrol is the following: L1 = {x1, x4, x6, x9, x10}. In orderto present a comprehensive example, let us specify a list ofvariables which must be redundant of degree 1 only: Ld1 ={x1, x9}. The costs associated to each sensor are given intable 4:Var.CostVar.Cost x13x64 x23x74 x34x87 x41x92 x59x109

Table 4: costs associated to sensorsThe matrix of all the cycles is generated during step n�1; it isgiven in Table 5.12345678910

11...1.1........1.111.1...1.1.11.11.1.1.11...11111.11..1111....111111.1.1......111.11....1.1111......11..1.1.1...111.1.11.1111.1...1111.1.111.11111111Table 5: matrix Ct of all the cycles of the graph

The number of all the combinations of variables which mustbe measured for ensuring the minimal observability of thevariables belonging to L1 is too important for beingpresented here. The reader may verify, generating thesecombinations, that the minimal cost solution consists inmeasuring the variables x1, x2, x4 and x9. During step n�3,one searches to ensure to variables x1 and x9, a degree ofredundancy equal to one. It is then necessary to considercycles comprising less than two already measured variables.The sub-matrix of these cycles, where the measured variablesare boldfaced, is given table 6.Only the first two cycles comprise the variables x1 and x9and they are already measured. For the first cycle, the possiblecombinations of variables to be measured are {x7} or {x10}and for the second one {x10} or {x3}.12345678910

......1.111.1.....11.11..1.1.1...111.1.1Table 6: sub-matrix of the useful cycles The constraints on the degree of redundancy will be satisfiedif we measure one of the following sets of variables: {x7,x10}, {x7, x3}, {x3, x10} or {x10}. The minimal costsolution then consists in measuring the variables x3 and x7.It is very important to note that the minimisation of the costimplies the installation of the two sensors measuring x3 andx7 (cost equal to 8) whilst the sole respect of constraints onthe redundancy degrees will lead to the installation of onlyone sensor measuring the variable x10 (cost equal to 9). Thisremark points out the importance of the choice of theoptimised criterion which could, for example, take also intoaccount the number of sensors to be installed. In conclusion,the set of variables which must be measured for satisfying thedifferent given constraints whilst minimising the cost is thefollowing: {x1, x2, x3, x4, x7, x9}. The corresponding costis equal to 17 (3+3+4+1+4+2).6 Reliability CalculationFor a given configuration of the measurement system (i.e.number, location and reliability of the sensors) it isimportant to analyse the influence of a sensor breakdown; forthat purpose, we now compute the whole measurementsystem reliability. This will takes into account the constraintthat the data required for the control be always available(either by direct measurement or by deduction if theobservability conditions are satisfied). By definition, sensorreliability is the probability r(t) that at the time t, there is nofailure knowing that no failure had occurred at time t=0. Byusing the law of Poisson, we have:r(t) = exp(-lt)(7)where l is a constant which represents the rate of sensorfailure. The reliability of a set of n sensors is then expressedin terms of reliability of each sensor:R(t) = f(r1(t), ..., rn(t))(8)In the following discussion, the sensor failure rates ri(t) areequal. However, the proposed strategy may be extended to thegeneral case where specific reliabilities are considered. Inpractice, the evaluation of the system reliability uses themean time to failure function (MTTF) defined by:MTTF = ı�0¥˚ R(t) dt(9)In order to define the link between reliability andobservability, let us return to the example of figure 1 withmeasured variables Lm = {x1, x2, x4, x5}.When considering the case where all the measured variablesare necessary for process monitoring, L1 = {x1, x2, x4, x5},the probability that all the sensors are well functioning isgiven by:R0(t) = r(t)4 = exp(-4lt)(10)MTTF0 = 0.25/l(11)Let us now examine how the redundancy due to the processmodel can be used in order to increase this MTTF. With thegiven measurements there exists only one redundancyequation: x1 - x2 + x4 - x5 (it is obtained the aggregation ofthe two first nodes of the graph). As all the variables in thatequation are known, we can remove one of the sensorswithout modifying variable observability. Indeed, a defectivesensor can be tolerated provided the value it measures may bededuced from data obtained from sound sensors. Thus, if onesensor (among the sensors measuring x1, x2, x4 or x5) isdefective, the corresponding variable may be easily deducedfrom the remaining measurements. The probability that onesensor is defective and that the three others well function is:R1(t) = (1 - r(t)) r(t)3(12)There are four possibilities of one sensor breakdown eachensuring the observability of the corresponding variable.Considering now the whole probability that the systemremains controllable, in the sense that the variables of L1 areobservable, yields the result:R(t) = R0(t) + 4 R1(t)(13)from which we deduce:MTTF = 0.58/l(14)This value must be compared with that obtained in (11) whenthe redundancy due to the process model is not taken intoaccount. The reader should now ask if there exist admissibleconfigurations with two sensor breakdowns. The analysis ofthe cycle matrix (table 2) shows that if two sensors aresimultaneously faulty, then the variables of L1 are not allobservable (second rule of observability); therefore equation(14) gives the best reliability. However, more generally thereliability of a measurement system with c sensors is givenby:R(t) = �i = 0 c ai (1 - r(t))i r(t)c-i(15) where the coefficients ai give the number of configurationsadmitting i sensor breakdowns and ensuring the systemcontrol. To calculate R(t) one must determine the coefficientsai; a systematic procedure is developed in [15].The MTTF gives a global characterisation of the reliability ofa system. It is obvious that if we want to improve thisMTTF, one have to reduce the number of �non reliable�components that is to say the cycles having the less numberof measured variables. So, this remark emphasised the linkbetween the reliability of a system and the degree ofredundancy of the different variables. However, we clearlyjustify the use of the degree of redundancy previouslyintroduced in section 4 rather than that of the ordinary conceptof redundancy (section 3), by presenting the followingexample. We consider the process of figure 1 with twoconfigurations of measurements. The first one is such thatLm = {x1, x2, x4, x5} and the second one such that Lm ={x1, x3, x5, x6}. The list of variables required for controllingthe process is L1 = {x1, x3, x6}. Applying the proposedmethod for assessing the reliability of the whole system, onemay ascertain that the MTTF corresponding to these twoconfigurations of measurements is identical and is equal to0.58/l. However, the classical analysis of observabilityshows that, for the first configuration, x1 is the onlyredundant variable, whilst for the second one all of therequired variables are redundant. Using the proposedclassification and analysis based on multiple redundancy, onemay establish that, in fact, for both configurations, all thevariables are redundant of degree 1 although some of them arenot measured at all. This last remark emphasised theimportance to use the proposed characterisation of thevariables using their degree of redundancy rather than theclassical one.7 ConclusionA new classification method based on the degree ofredundancy of the variables was developed. Based on thisanalysis, a method for designing a measurement systemguaranteeing the degree of redundancy of certain variableswhilst minimising the installation cost of the sensors wasproposed. After characterising a process by its MTTF, wehave pointed out the relationships between the concepts ofdegree of redundancy and that of reliability highlighting thesuperiority of the proposed classification with respect to theclassical one. The formulation of a multicriteria problemincluding observability, reliability, degree of redundancy,accuracy of deduction, costs of sensors is undoubtedly afruitful future research direction.References[1]Y. Ali and S. Narasimhan, �Sensor network design formaximizing reliability of linear processes�, AIChEJournal, 39 (5) (1993), 820-828.[2]A. Arbel, �Sensor placement in optimal filtering andsmoothing problem�, IEEE Transactions on AutomaticControl, AC-27 (1) (1982), 94-98. [3]M. Basseville, A. Benveniste, G. Moustakides and A.Roug�e, �Optimal sensor location for detecting changesin dynamical behaviour�, IEEE Transactions onAutomatic Control, AC-32 (12) (1987).[4]K.A. Clements, �Observability methods and optimalmeter placement�, Electrical power and energy system,12 (2), (1990), 88-93.[5]C.M. Crowe, Y.A. Garcia Campos and A. Hrymak.Reconciliation of process flow rates by matrixprojection-part I. The linear case�, AIChE Journal, 2 9 (6) (1983), 881-888.[6]N. Deo. Graph theory with application to engineeringand computer sciences. Mc Graw Hill, N.Y., 1967.[7]P.J. Immonen, �Classification and placement ofmeasurements through LP/MIP algorithms�, Proc. ofIFAC/IMACS Symposium on Fault Detection,Supervision and Safety for Technical ProcessesSafeprocess’94, Espoo, Finland, June 13-15, 1994.[8]A. Kretsovalis and R.S.H. Mah, �Observability andredundancy classification in generalized processnetworks, 1 : theorems�, Computers and ChemicalEngineering, 12 (7) (1988), 671-687.[9]G.R. Krumpholz, K.A. Clements and S.W. Davis,�Power system observability : a practical algorithmusing network topology�, IEEE Transactions on PowerApparatus and Systems, 99 (1980), 1534-1542.[10]M. Luong, D. Maquin, C.T. Huynh and J. Ragot,�Observability, redundancy, reliability and integrateddesign of measurement system�, Proc of 2nd IFACSymposium on Intelligent Components andInstruments for Control Applications, SICICA’94,Budapest, Hungary, June 8-10, 1994.[11]F. Madron and V. Veverka, �Optimal selection ofmeasuring points in complex plant by linear models�,AIChE Journal, 38 (2) (1992), 227-236.[12]R.S.H. Mah, G.M. Stanley and D.M. Downing,�Reconciliation and rectification of process flow andinventory data�, IEC Process Design Development, 1 5 (1) (1976), 175-183.[13]D. Maquin, M. Luong and J. Ragot, �Observabilityanalysis and sensor placement�, Proc. of IFAC/IMACSSymposium on Fault Detection, Supervision and Safetyfor Technical Processes Safeprocess’94, Espoo, Finland,June 13-15, 1994.[14]J. Ragot, M. Darouach, D. Maquin and G. Bloch,Validation de donn�es et diagnostic. Trait� des nouvellestechnologies, s�rie diagnostic et maintenance, Herm�s,Paris, 1990.[15]H.C. Turbatte, D. Maquin, B. Cordier and C.T. Huynh,�Analytical redundancy and reliability of measurementsystem�, Proc. of IFAC/IMACS Symposium on FaultDetection, Supervision and Safety for TechnicalProcesses Safeprocess’94, Baden-Baden, 1991.