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Overview

Microgrid platforms are subject to several threats because of the widely use of communication networks in their control layers. Hereby we propose the impact
assessment and detection of a novel attack, named Measurement as Reference attack (MaR), on the distributed control mechanism of a microgrid, where an
attacker replaces the reference values with measurements during its synchronization operations.

MaR Attack Model

Measurement as reference (MaR) attack
In a measurement as reference attack on the communication link between DG unit ¢ and ¢ + 1, the attacker
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Communication Link

The task of the microgrid control system

e Regulate voltage and frequency for differ-
ent operating modes MaR with a man-in-the-middle attack

e Achieve proper load sharing among DGs e The communications between DGs are not encrypted.

e Only neighbouring nodes exchange data through the communication link between them.
e Control the power flow between the main

erid and the microgrid e ARP poisoning is used to allow the attacker to introduce itself into a communication between two

DG units and acts as relay/proxy, impersonates both nodes and gets access to the reference and

e Optimize the cost of its operations measurements values that the two nodes are sending to each other.

Distributed cooperative control model of
microgrid system

Attack Impact and Detection
Attack Impact:
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problem in cooperative control

Motivation: security concerns . . . .
Attack Detection based on machine learning algorithms:

e Increasing penetration level of DGs and

widely use of communication networks in- e The ROC curves show that Random Forest has an AUC = 0.99, which is larger than any other

troduce new security vulnerabilities algorithms. It means that it has 99% chance that model will be able to distinguish between

positive class and negative class. Naive Bayes has the relatively worse performance in terms of

e There exist various cyber attacks target- three metrics. SVM has the best performance in terms of precision, however, Random Forest

ing system availability and reliability and has the best performance in terms of recall and accuracy. As a result, we find that a detection
transmitted data integrity method based on Random Forest has the best performance.

e Countermeasures: attack detection, miti-

gation prevention TABLE I: Performance of the different attack detection algorithms.
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f Detection algorithms Precision  Recall  Accuracy
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= Threshold Comparison (6 = 0.3) 0.39 0.32 0.53
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